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Data Protection Policy 
 

 

Policy Statement 
 
Beats Learning Limited Ltd is committed to a policy of protecting the rights and privacy of 

individuals. This includes staff, learners and other clients in accordance with the General Data 

Protection Regulation (GDPR). 

 

Beats Learning Limited needs to process certain information about its staff, learners and other 

individuals it has dealings with for administrative purposes, for example, recruitment, paying 

salaries and to comply with legal obligations to funding and awarding bodies. To comply with the 

law, information about individuals must be collected and used fairly, stored safely and securely, and 

not disclosed to any third party unlawfully. 

 

The policy applies to all Beats Learning Limited staff including learners registered on Beats Learning 

Limited’s government programmes. Any breach of the Data Protection Act is to be reported and 

dealt with under the company’s disciplinary procedures. 

 
Status of the policy 
 

This policy sets out the rules on data protection and the legal conditions that must be satisfied in 

relation to the obtaining, handling, processing, storage, transportation and destruction of personal 

information. 

 

The Data Protection Officer is responsible for ensuring compliance with the Act.  That post is held 

by the Head of HR.  Any questions or concerns about the operation of this policy should be referred 

in the first instance to the Data Protection Officer. 

 

If you consider that our provisions for complying with the Act have not been followed in respect of 

personal data about yourself or others you should raise the matter with your line manager or the 

Data Protection Officer. 
 
 

Definition of data protection terms 
 

 

Personal Data relates to a living individual who can be identified from that information or from that 

data and other information in possession of the data controller.  It includes name, address, 

telephone number, and ID number.  It also includes expression of opinion of the individual and of 

the intentions of the Data Controller in respect of that individual. 

 

Sensitive personal data includes information about a person's racial or ethnic origin, political 

opinions, religious or similar beliefs, trade union membership, health, sexual life, criminal 

convictions. Sensitive data is subject to much stricter conditions of processing. 
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Data Controllers are the people who makes decisions with regards to personal data, including 

decisions regarding the purposes for which personal data is processed and the way in which the 

personal data is processed. 
 

Data subject for this policy includes all living individuals about whom we hold personal data. 

 

Data users include employees whose work involves using personal data. Data users have a duty to 

protect the information they handle by following our data protection and security policies always. 
 

Data processors include any person who processes personal data on behalf of a data controller. 

Employees of data controllers are excluded from this definition, but it could include suppliers which 

handle personal data on our behalf. 

 

Processing is any activity that involves use of the data. It includes obtaining, recording or holding 

the data, or carrying out any operation or set of operations on the data including organising, 

amending, retrieving, using, disclosing, erasing or destroying it. Processing also includes transferring 

personal data to third parties. 
 
 

Data protection principles 
 

All processing personal data must comply with the eight enforceable principles of data protection. 

 

Personal data must be: 
 

1. Processed fairly and lawfully 

 

2. Those responsible for processing personal data must make reasonable efforts to ensure that 

data subjects are informed of the identity of the data controller, the purpose(s) of the processing, 

any disclosures to third parties that are envisaged and an indication of the period for which the data 

will be kept. 

 

3. Processed for specific and lawful purposes and not processed in a manner incompatible with 

those purposes. Data obtained for specified purposes must not be used for a purpose that differs 

from those. 
 

4. Adequate, relevant and not excessive in relation to the purpose for which it is held. 

Information which is not strictly necessary for the purpose for which it is obtained, should not be 

collected.  If data is given or obtained which is excessive for the purposes, it should be immediately 

deleted or destroyed. 

 

5. Accurate and where necessary kept up to date.  Data kept for a long time, must be reviewed 

and updated as necessary.  No data should be kept unless it is reasonable to assume it is accurate.  

It is the responsibility of individuals to ensure that data held by Beats Learning Limited is accurate 
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and up-to -date. 

 

6. Kept only for as long as necessary 

 

7. Processed in accordance with data subject’s rights. 

 

8. Personal data must not be transferred to people or organisations situated in countries 

without adequate protection. 

 
Data Subject Rights 

 

Data subjects have the following rights regarding data processing, and the data that is recorded 

about them; 
 

• To make subject access requests regarding the nature of information held and to whom it has 

been disclosed. 

• To prevent processing likely to cause damage or distress. 

• To prevent processing for purposes of direct marketing. 

• To be informed about mechanics of automated decision-making process that will significantly 

affect them. 

• Not to have significant decisions that will affect them taken solely by automated process. 

• To sue for compensation if they suffer damage by any contravention of the act. 

• To take action to rectify, block, erase or destroy inaccurate data. 

• To request the commissioner to assess whether any provision of the Act has been 

contravened. 
 

Consent 
 

Wherever possible, personal data or sensitive data should not be obtained, held, used or disclosed 

unless the individual has given consent.  Beats Learning Limited understands “consent” to mean that 

the data subject has been fully informed of the intended processing and has signified their 

agreement, whilst being in a fit state of mind to do so and without pressure being exerted upon 

them. Consent obtained under duress or on the basis of misleading information will not be a valid 

basis for processing.  There must be some active communication between the parties such as signing 

a form and individual must sign the form freely of their own accord. Consent cannot be inferred 

from non-response to a communication.  For sensitive data, explicit written consent of data subjects 

must be obtained unless an alternative legitimate basis for processing exists. 
 

In most instances consent to process personal and sensitive data is obtained routinely by Beats 

Learning Limited e.g. when a learner signs a registration form or a staff member signs a contract of 

employment.  Any form whether paper-based or web-based that gathers data on an individual 

should contain a statement explaining what the information is to be used for and to whom it may 

be disclosed.  It is particularly important to obtain specific consent if an individual’s data is to be 

published on the internet as such data can be accessed from all over the globe. 
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Therefore, not gaining consent could contravene the eighth data protection principle. 

 

If an individual does not consent to certain types of processing appropriate action must be taken to 

ensure that the processing does not take place. 

 

If any member of Beats Learning Limited is in any doubt about these matters, they should consult 

the Data Protection Officer. 
 

Data security 

 

All staff are responsible for ensuring that any personal data they hold is kept securely and that they 

are not disclosed to any unauthorised third party.  All personal data should be accessible only to 

those who need to use it.  You should form a judgement based upon the sensitivity and value of the 

information in question, but always consider keeping personal data: 

 

• In a locked drawer or filing cabinet with controlled access 

• If computerised, password protected 

• USB sticks will be encrypted and controlled by the IT personnel. 
 

Care should be taken to ensure that PCs and terminals are not visible except to authorised staff 

and that computer passwords are kept confidential.  PC screens should not be left unattended 

without password protected screen-savers and manual records should not be left where they can 

be accessed by unauthorised personnel. 
 

This policy also applies to staff and learners who process personal data “off-site”.  Off-site 

processing presents a potentially greater risk of loss, theft or damage to personal data.  Staff and 

learners should take care when processing personal data at home or in other locations outside 

Beats Learning Limited. 

 
Subject access requests 

 
A formal request from a data subject for information that we hold about them must be made in 

writing. Any member of staff who receives a written request should forward it to the Data 

Protection Officer immediately. 

 
Disclosure of Data 

 
Beats Learning Limited must ensure that personal data is not disclosed to unauthorised third 

parties which includes family members, friends, government bodies and, in certain circumstances, 

the police.  All staff and learners should exercise caution when asked to disclose personal data 

held on another individual to a third party. 

 

This policy determines that personal data may be legitimately disclosed where the following 

conditions apply: 
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• The individual (staff member/learner) has given their consent 

• Where the disclosure is in the legitimate interest of the company 

• Where the company is legally obliged to disclose the data 

• Where disclosure of data is required for the performance of a contract 

 

Distribution and Implementation 
 
This document will be made available to all staff via the company intranet. 

A company-wide notice will be sent to all staff notifying them of the release of this Data Protection 

Policy and sign to comply with the policy. Training is required by all staff employed. 
 

 
Name: …………………………………………….. 

 

Signature: …………………………………………. 

 

Date:…………………………………………………. 
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